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Regulation

(EU)

2023/2854

Part of the 

EU Data 

Strategy

Sets out who can 

derive value from 

data!

In force since 12 

September 2025.

“The Data Act is a key pillar of the European Commission’s European 

strategy for data. 

The Data Act establishes new rules for accessing, using and sharing data 

from devices connected to the internet, also known as Internet-of-Things 

(IoT) devices. 

The objective is to break up existing data silos and improve data availability 

in the European Union.” 

https://www.bundesnetzagentur.de/EN/Areas/Digitalisation/DataAct/s

tart.html 

https://www.bundesnetzagentur.de/EN/Areas/Digitalisation/DataAct/start.html
https://www.bundesnetzagentur.de/EN/Areas/Digitalisation/DataAct/start.html


DA-EU DATA STRATEGY

your rights as an operator 3

Objectives of the EU Data Strategy - a competitive data market for Europe

Data quality is 

becoming more 

important

Data as an

economic asset

GDP growth Increased turnover New jobs

Interoperability of

data and data usability, 

and

legal certainty

Growth by 2028:

+1.98

percentage points.

Annual

turnover increase:

approx. €200 billion.

2.2 million new

jobs.

Key objectives

https://eur-lex.europa.eu/legal-content/DE/TXT/PDF/?uri=CELEX:52022SC0035

https://digital-strategy.ec.europa.eu/de/policies/strategy-data 

https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
https://digital-strategy.ec.europa.eu/de/policies/strategy-data
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Key areas 

of the DA

Access to 

data
Emergency 

provisions

Cloud 

switching 
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Access to data

Internal use

maintenance, 

monitoring or 

optimisation of own 

devices

Sharing of data

develop further 

business models 
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DA = DATA ACCESS

Access to the data generated 

through the use of the 

connected product or related 

service!

As simple as possible, e.g. via an 

interface on the device or an 

online portal.
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Interface on the device

Easy access

Online portal

Data access achieved

Data is generated
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through the use of the 

connected product or related 

service!
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interface on the device or an 

online portal.
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Interface on the device

Easy access

Online portal

Data access achieved

Data is generated

Does this also apply to wind turbines and the subsystems 

used in them? 
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Basic classification: Wind turbines = connected products

The German Federal Network Agency explicitly lists them in the 

category "connected industrial machinery and equipment" 

alongside robots, pumps and agricultural machinery.

your rights as an operator 8

https://www.bundesnetzagentur.de/DE/Fachthemen/Digitales/DataAct/Hintergrund/1-Daten/start.html

Access to subsystem data and embedded systems 

(e.g. icing detection systems)

YES!

https://www.bundesnetzagentur.de/DE/Fachthemen/Digitales/DataAct/Hintergrund/1-Daten/start.html
https://www.bundesnetzagentur.de/DE/Fachthemen/Digitales/DataAct/Hintergrund/1-Daten/start.html
https://www.bundesnetzagentur.de/DE/Fachthemen/Digitales/DataAct/Hintergrund/1-Daten/start.html
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Who has access rights and who must grant them?
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User 

as the authorised operator 

e.g. of the wind turbine and 

its subsystems
Data recipient

party to whom the data 

is disclosed at the user’s 

request

Data holder

provider as the party responsible for 

the respective system / manufacturer
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1. To request access to all usage data – including data from 

subsystems such as icing detection systems (Art. 4 DA)

2. To have this data passed on to third parties (including rawdata) 

(Art. 5 DA)

3. To receive the data in a structured, machine-readable format (XML, 

JSON, CSV) 

10

Data quality: same quality as that of the data holder

Practical implications for operators

your rights as an operator

https://data-act-law.eu/de/artikel/4/
https://data-act-law.eu/de/artikel/5/
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‘Accessibility by Design‘

For wind turbines and subsystems placed on the market after 12 September 2026, the ‘Accessibility by Design’ product 

design requirement also applies. This also includes data from embedded sensors and subsystems such as:  icing 

detection systems;  vibration sensors; power measurement systems; condition monitoring systems; weather sensors, etc.

11

The manufacturer must ensure, right from the product development stage, that all data is accessible via 

standardised interfaces. The user must be able to access their raw data.  

Procurement requirements as a tender criterion

your rights as an operator
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Further consequences for 

providers

Data holders’ information obligations prior 

to contract conclusion (data, structures, 

formats, categories that cannot be 

transferred)

Example: https://www.mediamarkt.de/de/legal/data-

act?srsltid=AfmBOopzxud1Ri4LWxgkVa7l982mOa0wOpNs2iPq5vZU1RI0f9-wjIde 

your rights as an operator

https://www.mediamarkt.de/de/legal/data-act?srsltid=AfmBOopzxud1Ri4LWxgkVa7l982mOa0wOpNs2iPq5vZU1RI0f9-wjIde
https://www.mediamarkt.de/de/legal/data-act?srsltid=AfmBOopzxud1Ri4LWxgkVa7l982mOa0wOpNs2iPq5vZU1RI0f9-wjIde
https://www.mediamarkt.de/de/legal/data-act?srsltid=AfmBOopzxud1Ri4LWxgkVa7l982mOa0wOpNs2iPq5vZU1RI0f9-wjIde
https://www.mediamarkt.de/de/legal/data-act?srsltid=AfmBOopzxud1Ri4LWxgkVa7l982mOa0wOpNs2iPq5vZU1RI0f9-wjIde
https://www.mediamarkt.de/de/legal/data-act?srsltid=AfmBOopzxud1Ri4LWxgkVa7l982mOa0wOpNs2iPq5vZU1RI0f9-wjIde
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Model Contract Terms (MCTs)

• Data quality: same quality as that of the data holder

• Parameters are defined in an annex

https://digital-strategy.ec.europa.eu/de/library/draft-recommendation-non-binding-model-

contractual-terms-data-access-and-use-and-non-binding 
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Protection of trade secrets in data provision

Obligations of data providers

Companies are not required to disclose confidential information

if protective measures are lacking

Obligations of data recipients

Recipients must protect trade secrets and

avoid disclosure

Risk management

Data disclosure should be avoided where there are risks

to trade secrets or where security requirements are compromised
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If a manufacturer fears that the disclosure of sensor data could lead to the 

disclosure of sensitive information (e.g. regarding algorithms or maintenance 

processes), it may request protective measures.

your rights as an operator 15

Agreement and Implementation

Only once these have been agreed and implemented is the manufacturer 

required to provide the data.



DA = ACCESS TO DATA BY 
MANIFACTURERS

If manufacturers of connected products or third parties wish to use the 

data generated in this process – i.e. data in respect of which the Data Act 

grants rights to the users/operators of the machine – such use for their 

own purposes is possible:

►►provided this is contractually agreed with the user/operator. 

your rights as an operator 16

Use of generated data by manufacturers and third parties

Appropriate data usage agreements should therefore be used to grant manufacturers such rights. 
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Problem: A small number of manufacturers dominate the market!

Right to seek redress at any stage before a court; settlement body; enforcement 

by the national regulatory authority: Art 4 (3) DA

Prohibition of unfair terms: (Chapter IV): Protection against unilateral restrictions on data 

access in sales contracts

FRAND principle: (Fair, Reasonable and Non-Discriminatory) Provision of data on 

reasonable terms

your rights as an operator

https://data-act-law.eu/de/artikel/4/
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QUESTIONS? / CONTACT

Matthias Rosa 

Certified Specialist Lawyer in IT Law, Negotiator (EBS), Lecturer at the Mainz Media Institute, ISO 42001 

Professional (TÜV) and AI Privacy Expert (GDD)

matthias.rosa@varyfy.de 

https://www.linkedin.com/in/matthias-rosa/ 

VARY.LEGAL GmbH

c/o StartWerk-A

Äppelallee 27

D- 65203 Wiesbaden

www.varyfy.de 
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This means: You may share the material, but not use it commercially 
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